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Enabled Virtual Machines in
Azure DevOps




Definition and Importance of APM

Like many technologies these days, the cloud computing market is still experiencing tremendous growth. While cloud
services continue to be adopted widely across organizations for some of their most intense workloads, the protection
of these environments is crucial.

There are new progressive approaches, for instance, managed identities for cloud resources that allow for easy
authentication and set up of access rights. This paper will explore the protection of managed identities especially for
VMs in the context of Azure DevOps.

In this whitepaper, you will:

» Understand the concept of managed identities in the context of Azure resources and how it is
different from the conventional model of user authentication.

» Understand how to define specific VM-managed identity settings in Azure DevOps scenarios.

» Identify the security and access control advantages associated with the use of managed
identities in Azure VMs.

» Identify possibilities for creating managed identities and their use in secure and scalable
productions.

» Review proper management approach in governing and monitoring managed identities.

When deciding on or furthering their cloud adoption, organizations need to keep themselves up to date with the most
recent developments in cloud security. Managed identities are an innovative model that can be effective when an
organization is planned and governed appropriately. It is easy to take the first steps in setting up managed
identity-enabled VMs, but be sure to review the considerations and best practices in this whitepaper to enhance your
security within Azure DevOps.

333 xcelligen.







I Executive Summary

This whitepaper focuses on how deploying managed identities alongside virtual machines in Azure can
be advantageous when maintaining security for DevOps operations. This includes giving an introduction
to managed identities, a brief on DevSecOps, and an outline of what some goals are to include using
managed identity-enabled VMs to securely access Azure resources without the use of credentials.

Introduction to Managed Identity and DevSecOps

Managed identities help remove the requirement to manage credentials as the Azure services are
provided an identity in Azure AD. With managed identities, VMs can request and obtain access tokens for
accessing other approved Azure resources and services. DevSecOps is the intersection of security into
DevOps to enhance security right from the developed stage. The incorporation of managed identities
and DevSecOps promotes comprehensive security at the end.

Overview of Managed Identity

Azure-managed identities provide an identity for resources to utilize to communicate with other
resources that support authentication via Azure AD. Resources interact with other resources and no
method of identifications or passwords are required. Authorized resources can be accessed by managed
identities, which are controlled by the Azure platform and don’t require an explicit authentication step.

Importance of DevSecOps in Modern Development

DevSecOps is just a blend of the practices of DevOps and security to ensure the security aspect is
incorporated right from the development cycle. It also changes the culture around security to the left,
which means that quality in is built rather than quality out is inserted later. Long-term access for
applications in DevOps environments is aided by the use of managed identities because it eliminates the
need for and the duty of having to ensure credential security.

Objectives and Scope of the Whitepaper

The importance of managed identities will be explained in this paper as a way of providing better
security, automation, and easier access in Azure DevOps spaces. Azure services for which the TTP must
be in scope include Azure Virtual Machines, Azure Kubernetes Service, Azure Container Instances, and any
resources enlisted to use Azure AD authentication.

Objectives and Scope of the Whitepaper

The importance of managed identities will be explained in this paper as a way of providing better
security, automation, and easier access in Azure DevOps spaces. Azure services for which the TTP must
be in scope include Azure Virtual Machines, Azure Kubernetes Service, Azure Container Instances, and any
resources enlisted to use Azure AD authentication.
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| Introduction

Understanding Managed Identity in Azure

Managed identity is the name of an Azure feature that allows applications to authenticate themselves
using the identity of another Azure service. Azure Virtual Machines and Azure Virtual Machine Scale Sets
have the concept of managed identities, which is an automatically managed identity in Azure Active
Directory (AAD). This identity can be used to authenticate to any service that supports AAD authentication
without having to provide the code with your credentials.

Definition and Types of Managed Identities
Managed identities in Azure come in two types:

System-assigned Managed Identity User-assigned Managed Identity

Integrated, in other words, enabled directly on Azure SQL Database managed instance was
an Azure service instance. designed as an Azure native resource.
Azure creates an identity for the instance in the Azure produces identity in the Azure AD tenant.

relevant Azure AD tenant. . . .
Identity can be associated with one or more

Attributes that can be deployed on the instance. instances of Azure service.
Dependency on the Azure service instance for The life cycle is managed independently from
the entire life cycle. the Azure service.
- /

The difference lies in the fact that the lifecycle of system-assigned identities is linked to the Azure service
that underlies it, while the user-assigned one is more flexible and can be associated with other services.
Both offer Azure Services an automatically managed identity in Azure Active Directory for authentication.

Key Benefits and Use Cases of Managed Identities

By using managed identities, you do not have to manage credentials, which is the identity that Azure
services use in Azure AD. Some key benefits include:

Yes, it is that easy, no secrets and nothing to Most Azure services provide for the use of
renew. Azure also takes care of identity managed identities for authentication. It does not
management and it ensures that the user’s require significant changes to be
identity is securely stored. implemented across various cloud applications.
Security Simplification Compatible With all Azure Services

Controlled Access

Managed identities may only access the resources
necessary for their operation. Based on user roles,
the minimum number of privileges with which the

user will be equipped may be provided.

.
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I Some of the use cases include the following: managing access to Azure resources like virtual machines,
accessing Azure Key Vault for storing secrets, accessing Azure Storage, etc. Managed identities are useful
since they ease the process of securing access to cloud workloads.

Overview of Azure Active Directory (Azure AD) Integration

Azure AD (Microsoft Entra ID) provides identity and access management so users can secure Azure and
other Microsoft cloud services such as Office 365 applications. Integrating virtual machines with Azure AD
provides benefits like

» Ability to sign in to the VM with the Azure AD credentials without the need to use other accounts or
credentials.

» Using MFA and implementing CAP and other security measures ds necessary.
» Identity governance enables Azure AD access reviews and controls on the VM.

» Self-service identity lifecycle management of VMs through Azure AD.

As for the conclusion, using Azure AD integration allows for the centralization of VM identity alongside
other Azure-based activities, which ultimately leads to the ability to manage identity and access policies
individually. Mapping user groups in Azure AD can control VM access to VMs to provide IT admins with
simple user access management.

Introduction to DevSecOps

It is a combination of application of security in the IT systems while using the DevOps method, to ensure
that security is part of the responsibility for all the teams in IT. The goal is to make security an integrated
part of the software development lifecycle right from the coding, through deployment, and up to the
execution phase. DevSecOps can therefore be managed in a way that will lead to a faster delivery of
software that is more secure and with more people from various teams involved.

DevSecOps Principles and Practices

The core principles of DevSecOps include:
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I DevSecOps Principles and Practices

The core principles of DevSecOps include:

More security is implemented at the time of
design and development, reducing the costs

Security policies and controls are defined of correction to post-implementation issues.

as codes that are not put ad-hoc and are Security tests are performed alongside
applied across environments through functional tests, primarily, though they can be
automation. automated.
Security as Code Shared Responsibility
YA / \
IT )

Shifting Security Left

Security transitions from a specialist endeavor to a more
communal effort across the
different software development teams. Organizational
structures should facilitate integration since
fragmentation inhibits collaboration.

Common practices include:

Security testing tools for instance SAST, DAST & IAST.
Security surveillance and reporting.
Vulnerability management.

Policy enforcement as code is a movement that aims to ensure that policy is implemented
through the writing of code.

Micro-segmentation and runtime application self-protection.

The Role of Security in DevOps

The above-given principles comprise collaboration and integration between developers and operations
teams, frequent delivery and feedback, and automation of the development processes.

However, because of the fast pace of releases and how frequently products are released with new
features, security is commonly left as an add-on or an element that is not given due importance. This is
where security becomes a part of the DevOps process, which is referred to as DevSecOps, to ensure that
security is included in the development and implementation of infrastructure and applications.
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I The main roles security plays in a DevSecOps model are:

Risk Analysis Compliance and Infrastructure Automated
and Governance Security Testing
Management.

When DevSecOps has been infused as a methodology and practiced throughout the whole chain, it
makes it possible for organizations to deliver secure products to the market quickly while meeting
compliance requirements. This in turn results in minimized risks, decreased costs, fast return on
investment, and above all establishes the trust of consumers.

Benefits of Integrating Security Early in the Development Lifecycle

Please send your today task update.

Increased sales and reduced time-to-market for secure products.

In general, the proposed approach deals with fewer security issues in the post-production phase.

Automation leads to increased application security coverage.

»

»

» More effective privacy and security objectives for business goals.
»

» Lesser doubts from consumers and therefore brand credibility.

»

Bridging the gap between delivery teams and making them more efficient.

Those who can incorporate security proficiency and work into the DevOps process much earlier will have
more secure structures, code, and operations — with the dynamism that DevOps empowers.
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| 1: setting Up Managed Identity-enabled Virtual Machines

Creating and Configuring Managed Identity

Before creating a managed identity, one should identify whether to use system-assigned managed
identities or user-assigned managed identities, depending on the workload required for the identity.

User-assigned managed identities are customizable and can be used across multiple applications,
whereas system-assigned identities can only be used with a particular application, like a virtual machine.
That being said, once the managed identities have been chosen, they may later be enabled using
resource configuration either via the Azure portal or using the CLI or ARM templates.

Remember! To increase security, it is recommended to apply roles to managed identities with the use of
least privilege — only the required permissions to access the specific resources. The proposal given here
strongly supports auditing and monitoring roles assigned to teams.

Also, when federating an on-premises identity provider to Azure AD or an on-premise identity provider,
users can be simultaneously signed in to both cloud and/or on-premises resources with the help of a
single sign-on. This enables organizations to maintain adaptive access management of credentials and
existing policies in place.

When managed identities are correctly set up, companies will benefit from higher efficiency, faster
migration, and the ability to develop new solutions — all while improving security and reducing the overall
cost of operations since this approach eliminates the need to manage millions of credentials in complex
systems.

When managed identities are correctly set up, companies will benefit from higher efficiency, faster
migration, and the ability to develop new solutions — all while improving security and reducing the overall
cost of operations since this approach eliminates the need to manage millions of credentials in complex
systems.

Steps to Create a Managed Identity in Azure

A managed identity is an identity that is created and managed in Azure Active Directory (now also known
as Microsoft Entra ID) and that is associated with an Azure resource. By using a managed identity, it is not
required to create service principals and authenticating applications for Azure services.

—uj PHP
L &
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I To create a managed identity:

When managed identities are correctly set up, companies will benefit from higher efficiency, faster
migration, and the ability to develop new solutions — all while improving security and reducing the overall
cost of operations since this approach eliminates the need to manage millions of credentials in complex
systems.

Azure Portal provides the
¢ ° necessary tool for this step

— Azure Sign-in.
Go to the Azure portal
homepage and search for
the keywords “Managed ¢ 1
Identities” then select it.
To do so, click on the “+
I 3 New” buttqn Wh!le in the
managed identity section.
Create a descriptive name
for the managed identity
and the resource group that
will be used
For the identity type, one
may select either
¢ — o system-assigned or
user-assigned depending
on their preference.
Choose the region where
you want to generate the
managed identity.
To do so, please click
the “Review + Create”
> — o button to check the
settings entered.
Next, click the “Create”
button to provision the &—
managed identity.

®

The managed identity that you created will appear in the list as a new one. It contains its properties or
perhaps manages the permissions and access for Azure resources if necessary.
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I Assigning Roles and Permissions

It should be noted that after the creation of the permissions, you need to grant permission to allow the
managed identity to access the Azure resources.

Best Practices for Configuration

Best practices include:

» To control the access to the resources, use the Azure role-based access control (RBAC) and the
built-in roles will be assigned to the needed levels. Specialize positions to abide by the principle of
least privilege.

» Asfor the resources that do not have pre-assigned roles, it is better to create some roles for them
and make the access as precise as possible. Custom roles should be logged for auditing
purposes to track all users that have been assigned to a specific custom role.

» Azure AD can be used as a tool to track the role assignments based on reporting and logs. Some
of these identity permissions may become stale after some time, in such cases, it will be
advisable to revoke them.

By adhering strictly to Azure RBAC best practices, it is possible to correctly assign the right access to
managed identities.

Let's now proceed and explore how to configure managed identity in virtual machines.

Enabling Managed Identity on Azure VMst

Managed identities enable Azure resources to authenticate and access other solutions and services in
Azure AD without utilizing or storing credentials. Including them with virtual machines further reveals more
security features and advantages for easy use.

As stated earlier, two types of managed identities can enabled on Azure VMs:

» System-assigned Managed Identity.  ® User-assigned Managed Identity.

Both of these types of identities can be enabled on the fly while creating a new VM from the Azure Portal.
For previously created VMs, they can be enabled by setting the VM resource to enable the parity.

DevO
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I To enable managed identities on virtual machines, the following are the steps to be followed:

o} On the Azure Portal, locate the VM resource.

2» In the left pane, identity should be selected.

v

Under system assigned, set system-assigned to turn on the system-managed identity in the
created application. Click Save.

v

On the other hand, under user-assigned, click on the ‘Add’ button if you wish to assign a managed
identity for the user to the VM.

v

The other parameter is the object ID for the identity that will also be automatically generated and
configured on the VM.

Enabling managed identities means that your VM can access other Azure AD-protected resources based
on the RBAC policy if configured, without credentials. This makes it easier to manage hence making it
more secure.

Enabling managed identities means that your VM can access other Azure AD-protected resources based
on the RBAC policy if configured, without credentials. This makes it easier to manage hence making it
more secure.

Secure Access to Azure Resources Using Managed Identity

Security is one of the most important elements when it comes to cloud computing, especially for
organizations that need to access resources in Azure. Azure-managed identities offer an approach to
grant access through non-credential-based authentication.

System-assigned Managed Identity: User-assigned Managed Identity:

It is important to know that the lifecycle of a User-assigned identities are fully controllable
system-assigned identity is always connected and their lifecycle is not tied to other resources
with the Azure service instance it is enabled for. as it is with system-assigned identities. Multiple
If, on the other hand, the instance is deleted, instances of an Azure service can be assigned
then Azure deallocates the credentials and the this identity and it can also be removed from
identity as well. one or many.

Hence, there are no secrets to managing. Azure both does credentials and Authentication.

oy 0
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I Case Studies of Managed Identity Implementation

The use of managed identities has emerged as a critical solution in contemporary IT environments
that focus on security and access control. Looking at how various industries started implementing these
strategies can provide more insight on how to best adopt these strategies for our circumstances.

National
Health Service

= (NHS) - UK

|

Challenge: Solution:

The National Health Service in the United Kingdom They used Azure managed identity services
required the ability to allow several healthcare oriented to Azure Active Directory thus they gained
entities to access patient electronic medical seamless ways of granting/revoking access to
records, but it had to do so in a way that adhered  personal data. Managed identities helped them in
to stringent privacy standards. the runtime configuration of credentials for cloud

workloads, thus mitigating the dangers of using
preprogrammed credentials.

Outcome:

This identity and access management approach benefited the NHS in terms of security, productivity,
and compliance when handling patients’ data especially considering compliance with the GDPR on
privacy of data kept in the cloud. In summary, the NHS was able to digitize and enhance the secure,
legal means of accessing health records via managed identities and with Azure AD.

@ 00000 Q
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RetailCorp

Challenge:

In its attempt to bolster its position as a top

retail company, RetailCorp required a solution for
access controls for its development teams where
the concept of least privilege was to be
maintained all the time.

Solution:

With the successful implementation of Google
Cloud Identity and Access Management (IAM),
RetailCorp had a comprehensive identity and
granular permission management system. The
roles and policies designed for particular
workloads were tightly integrated, and
permissions were granted only where needed.

Outcome:

The redesigned identity management provided the security and utility necessary for the architecture
of microservices at RetailCorp. With such a structure, teams were created and deployed quickly and
securely. Furthermore, optimized auditing and reporting helped RetailCorp avoid misinterpretation of
internal governance guidelines and external regulatory requirements.

Global
»7University

L o

Challenge:

Global University needed to find a way to provide access to various campuses and internet
platforms for hundreds of thousands of students and staff members while addressing security
concerns.

Solution:

To address this issue, they used the Microsoft Azure Active Directory (AAD) for identity and access
solutions.

Outcome:

AAD allowed users to sign on to numerous university applications and resources without having to
log in again. The overall experience was positive with regards to enhancing the user experience
through seamless authentication while on the other hand, Global University was in a position to
securely and efficiently manage identities and access control at scale.
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| 2: Enhancing Security with Managed Identity in DevSecOps

Securing DevSecOps Pipelines with Managed Identity
When it comes to securing DevSecOps pipelines, using managed identity is one way of going about it.

DevSecOps practices improve speed and innovation in the development teams’ function. But on the same
note, it also brings new security challenges, especially in access control, compliance measures, and data
security. Fortunately, IAM capabilities exist in cloud-based environments that can assist in preventing
these risks from manifesting.

More specifically, managed identities for Azure resources are useful for managing access to DevSecOps
pipelines since each pipeline requires its own identity for the resource. These automatically managed
identities work to authenticate the actual resource, not a user or a service principal.

More specifically, managed identities for Azure resources are useful for managing access to DevSecOps
pipelines since each pipeline requires its own identity for the resource. These automatically managed
identities work to authenticate the actual resource, not a user or a service principal.

Managed identities deliver multiple advantages from a security perspective:

Conformity:

RBAC can be implemented such that the implemented
policies only allow a user to perform only a specific
setof actions. Credit is not given or taken and no
records are created, which minimizes risk. Compliance
reporting of all actions is ensured to meet all relevant
compliance requirements.

Less Complex: Operational Security:
The overall integration process is less As carried on the Azure platform, all
complicated since there is no need for service secrets, keys, and credentials are
principals to deal with it. It means lesser controlled. The exposure duration is
numerical value of identification and automatically controlled by rotation
certification results in lesser numbers of and thus protects the viewer from
vulnerabilities. being exposed for too long.
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I All'in all, the use of managed identities is recommended as a security best practice for orchestrating the
DevSecOps pipeline in the cloud. The technique shows that proper preconditions have been met by
controlling access and keeping unnecessary people away from the secrets, centralizing the protection of
the most important secrets, and offering complete access logs.

Integrating Managed Identity into CI/CD Pipelines

Since organizations are increasingly embracing cloud solutions, the task of protecting resource access in
complex hierarchies of hybrid and multi-cloud environments becomes increasingly challenging.
Managed identities therefore offer a solution by allowing access control to be handled in a more granular
manner where it is linked to the identity of objects rather than the infrastructure.

Organizational identity management is the practice of combining managed identities into the continuous
integration and continuous delivery (CI/CD) process to boost secure development speed. Not only this
but managed identities deliver multiple advantages when integrated into CI/CD workflows:

» Control and access resources within different environments in a secure manner. Managed identities
are roles that allow access to the resources that have a centralized directory like Azure AD and
ensure authentication on the pipelines.

» It does this through factors like automated provisioning and de-provisioning. When it comes to
access policies, it becomes easier to provide new permissions or remove them as the resources such
as EC2 instances spin up or down during deployment.

» Consistency in audit logging across environments. That’s why centralized identity systems provide
complete visibility concerning who opened the resources in dev, test, and production environments.

» Cloud flexibility, both with internal infrastructures and across multiple cloud providers. It means that
managed identities offer a unified use of authentications throughout Azure, AWS, GCP, and on-prem-
ises assets.

One can also follow these best practices when embedding managed identities into CI/CD pipelines:

Develop policies to provide access at different pipeline stages with the least privilege level possible.
The least privilege principle should be applied where an identity only has the level of permission
enough to allow it to perform its assigned role.
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I One can also follow these best practices when embedding managed identities into CI/CD pipelines:

» Develop policies to provide access at different pipeline stages with the least privilege level possible.
The least privilege principle should be applied where an identity only has the level of permission
enough to allow it to perform its assigned role.

» Automate steps when assigning policies during resource creation. Use identity access at the com-
pute spin-up time rather than configuring it manually.

» Ensure that IAM services are used in harmony with DevOps pipelines such as Jenkins, Spinnaker, and
GitHub Actions. If standardization is possible, then ensure that there is a single identity provider used.

» Itis also important to verify permissions before you request a build promotion. Ensure that no access
increases across pipeline stages are realized by individuals or groups not involved in the respective
stages.

This is the way that with the effectively architected identity integration, it is possible to promote
development cycles with high security and to meet compliance requirements faster.

Automating Security Tasks Using Managed Identity

This approach ensures that only approved accounts can access the cloud resources while enabling
executive automation of security procedures without necessitating credentialing. They reduce many
security concerns that are related to credential storage, while also providing easier control over access
and automation.

Key Benefits:
Transparent and Matrix Access Control Reduced Management Overhead
With managed identities, access can be Since the managed identity handles
granted without the hassle of having to deal authentication, users are not required to
with user accounts and passwords. user access provide their credentials. This way, there is little
can be controlled at a more detailed level so chance of losing the credentials and having
that only the necessary information is made unauthorized access granted to the account.
available.

Examples of Ensuring Secure Pipeline Configurations

Here are three examples of secure pipeline configurations that can enhance security using managed
identities in DevSecOps:
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I Examples of Ensuring Secure Pipeline Configurations

Here are three examples of secure pipeline configurations that can enhance security using managed
identities in DevSecOps:

[l Runthe pipeline with managed identity and provide it with the minimum permissions possible. As
opposed to committing secrets into the pipeline, provide the managed identity access to the key
vaults to fetch secrets, access to artifact stores, or any other things that the pipeline requires. This
serves to minimize the blast radius should the pipeline have been penetrated.

] Expand security scanning to various phases of the pipeline. When building the application, deploy a
managed identity to scan packages for security vulnerabilities in dependencies. At release, ensure that
appropriate permissions to perform a scan on infrastructure-as-code templates and provisioned
resources dre granted. Always retrofit your discoveries before going downstream.

[F] Organize by Azure Active Directory groups and provide roles to decide who can see, modify, and run
pipeline definitions. This helps avoid any interference with the flow of crucial lines by persons who may
not have the expertise to do so. This way, audit logs enlighten an organization on who did what and
when. Ensure that pipeline-managed identities are properly assigned.

Access Control and Least Privilege

In the design of cloud architectures and cloud governance, it is important to have the right access control
and follow the principle of least privilege in cloud architecture and policies.

The general concept of access control encompasses the procedures, means, and techniques that allow
or restrict user access to resources or systems, and their frequency and extent, depending on their identi-
ty and their need for access to specific systems or resources.

Some of the more popular access control models include role-based access control (RBAC), attri-
bute-based access control (ABAC), and discretionary access control (DAC).

The principle of least privilege has to do with systems and applications, in that users should have access
only to the extent that is necessary to accomplish the tasks assigned to them. This reduces the possibility
of error or wrongdoings and the impact they may have.

It is important to note that the use of preventative and detective controls for access management is
crucial in governance, regulations, data security, and protection in enterprise cloud environments.

Sticking to best practices can reduce the exposure points for potential attacks, reduce the level of opacity
surrounding user actions, and allow for proper reactions to policy breaches or malicious activity through
proper auditing and monitoring.
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I Monitoring and Auditing Access

Continuous control and supervision of the accessibility of data and systems is another fundamental
component of an information security regime particularly for companies that implement the public cloud.
When organizations are using multiple public clouds such as AWS, Azure, GCP, etc,, to support different
applications, having tools to solve the problem of who is accessing your data or systems is crucial.

Monitoring and auditing for least privileged user access and changes include an auditing program with
controls to track the activities for inspection and reporting. Some of these include Cloud Audit Logs, Cloud
Monitoring, and Cloud Logging which are the integrated logging, auditing, and monitoring tools currently
available on the Google Cloud Platform. These tools record crucial audit trails of admin activity, resource
configuration modification, sign-in instances, and data access.

With the proper configuration of these Google Cloud tools, security teams can gain visibility into several
critical areas:

& i

Identity and Access. Configuration and Compliance Data Access and Changes

So, by having a high level of access governance controls and monitoring, public sector organizations can
safely use the Google Cloud environment to host their applications while at the same time being able to
maintain necessary levels of access control, which are essential for regulation compliance and organiza-
tional security policies.
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| 3: Practical Applications and Use Cases

Using Managed Identity for Secure Deployments

Especially in cloud environments, it can be cumbersome to control and protect credentials that are used
in operational operations. This approach is contrary to the idea behind managed identities because it
does not require the need to manage credentials.

With cloud-managed identities, the cloud platform that is being used is responsible for issuing, changing,
and deactivating identity credentials. This helps in eradicating a major threat that relates to the instances
of breach of credentials while at the same time easing the process.

Azure-managed identities can be configured for almost all types of Azure resources including virtual
machines, App Service apps, Azure Functions, etc. The managed identity is directly linked to the resource.
It automatically authenticates the resource for other authorized resources and services.

For instance, a managed identity could allow the VM to programmatically SSH without using passwords or
keys.

Automating Operational Tasks with Managed Identities

While it is still often too complex for everyday use, managed identities make many of the operational
tasks in a corporate environment easier to automate securely. Some examples include:

» Scheduled backup programs for VMs opening protected storage areas.
» Serverless functions that work with resources in a particular resource group.

» Container workflows that help pull container images from a registry.

In the case of managed identities, qualification means automation carries automatically managed
credentials rather than keys or tokens. It excludes having standing privileged credentials for automation
and at the same time allows secure unattended execution using the role-based sophisticated
permissions. Checking which managed identities are accessed is also easier for monitoring and
compliance purposes.
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I Real-world Examples and Case Studies

Accessing Azure Resources:

It is used typically when the web app in
Azure App Service needs to access other
Azure resources such as Azure Storage or
Azure SQL. Enabling managed identity does
make the application secure and also it
does not require managing connection
strings and access keys to the resources.

The following are real-world examples of how one can utilize the managed identities for deployments:

Accessing APIs from Serverless Functions:

Similar to many other Azure services, Azure
Functions, and other serverless offerings can
use a managed identity to authenticate to
downstream services. This makes
development easier and eliminates the
complexity of having to deal with API keys or
access tokens within the Functions code.

Challenge:

Applied Information Sciences (AIS) desired to
strengthen the security of its .NET web
applications through the integration of
Azure-managed identities for accessing
secrets from Key Vault.

Challenge:

The implementation included configuring AIS's
ASP.NET apps to authenticate with Key Vault,
and no longer require the use of hard-coded
credentials through the use of automatically
managed identities. This eliminated the
dangers of check-in secrets, which had
previously been an issue.

It assisted in configuring the access policies in
Key Vault to assign the required permissions to
each application’s managed identity that
would allow the application to query for
secrets during runtime. This enabled
least-privilege access.

Applied
Information
Sciences (AIS)

Moreover, it contributed to the management of
identities in AlS’s deployment pipelines.
Specifically, the automated identities made
the onboarding process of developers more
efficient and reduced manual credential tasks.

Outcome:

: The application minimized the security
risks associated with the direct usage of
secrets in different parts of the system, by
centralizing the management of secret
usage and reducing their exposure, for
example removing secrets from logs and
building output. It also kept the ASP as
simple as possible and at the same time
ensured that the developer onboarding
and security processes conform to
industry standards of .NET applications.
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Microsoft

Challenge:

Microsoft required Azure-managed identities to deploy
machine learning models by using Azure Machine Learning’s
managed online endpoints.

Solution:

With the use of managed identities, the model deployment
processes were hence in a position to access Azure AD
resources without necessarily using accounts and credentials.
This made it possible to have secure and very effective rollouts
of models.

Microsoft avoided tying endpoint management to deployment
reasoning by implementing the managed online endpoints in
Azure Machine Learning. This provided micro-level control over
the endpoints, which was useful.

In the case of the control plane and the data plane, any
access and permission were controlled through Azure AD and
managed identities. This helped ensure compliance with
safety standards.

Outcome:

The utilization of managed identities made the processes of
deployment more straightforward while also ensuring security
and compatibility with the DevOps tools, such as GitOps, and
provided secure access to models for rollouts. Microsoft
achieved this improved operational efficiency while
maintaining compliance with cloud security best practice
standards.
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I Ensuring Compliance and Regulatory Requirements

For adopting managed identities, organizations require analyzing the various compliance and regulatory
requirements. Nevertheless, the concept of managed identities helps in simplifying security management
in the cloud, but it does not represent the final solution because to create an environment that adheres to
compliance requirements, certain planning is still necessary.

General Data Protection and Privacy Regulations:

Any regulation such as GDPR, CCPA, or any other regulations that may govern the handling of personal
information may come into play especially when the managed identities interact with protected
datasets. Preparation of Data Protection Impact Assessments and keeping logs indicating who has had
access to personal data is recommended.

Industry-Specific Compliance Frameworks

Depending on the industry, more strict frameworks such as HIPAA for the healthcare industry, PCI DSS
for the payments industry, and FedRAMP for the public sector augment the identity and access
management policies as well as monitoring and auditing of the managed identities in organizations.

Geo-Specific Restrictions

Some parts of the geographies have their laws regarding the movement of data or access controls.
When using managed identities, ensure that you know where the geographic data is hosted and the
requirements for managing identities to meet the legal requirements.

Internal Governance Policies:

Other possible compliance needs within the organization’s internal data governance policies may be
the need to implement more stringent controls such as MFA, JITPA, or user access reviews for managed
identities. They should be assessed when planning a deployment, especially in the early stages.
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I Meeting Regulatory Requirements in DevSecOps Practices

With organizations moving toward implementing DevSecOps to improve velocity and agility in delivering
software, these organizations have to also pay attention to compliance with laws, regulations, and
standards. This brings its own set of complications because traditional compliance methods take a
considerably long time to complete, and in the case of DevSecOps, this can hinder the many fast
iterations that are usually involved.

Thus, having established that a firm can balance the delivery cycles and the regulations, it is important to
emphasize that the above goal can be achieved. Some effective strategies include:

» Compliance checking in the CI/CD pipeline autonomously to ensure compliance with
set standards.

Infrastructure as code, to document changes/ Synchronize environments.
Limiting and partitioning of systems and access limitation.

Security monitoring and testing, both ongoing and for possible vulnerabilities.

Code to record the compliance controls as documentation is compliance.

By integrating the processes and tools in DevSecOps, the team can deliver secure software with high
velocity while also satisfying all the auditors and watchdogs. The caveat is to be programmatic from the
onset to the next stage.

Tools and Techniques for Maintaining Compliance

Here are some recommended tools and techniques for maintaining compliance when using managed
identities to secure deployments:

» Exploit Azure Policy to define governance policies and control the parameters of resource
offerings. Policies can mandate things such as: using managed identities on resources,
logging/monitoring, or configuring controls of Roles-Based Access Control (RBAC).

» Implement the Azure Blueprints to capture and reuse template resources, policies, security mea-
sures, etc. Azure Blueprints is useful for enforcing compliance with newly created tenancy envi-
ronments.

» To better track the changes and events related to the managed identities, it is
recommended to fully leverage the Azure Activity Logs. The logs can help in offering audit trails
and they can also help with compliance reporting.

» Implement Azure Monitor to track the following events as suspicious: creations and
deletions of roles assigned to managed identities, and failed logons to managed identities.
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| 4: Best Practices and Recommendations
Best Practices for Managed Identity Integration

They are important for identity management, cloud access control, and effective governance of cloud
systems. Using the multi-cloud and hybrid cloud models, identity and access management are crucial
when organizations adopt the cloud architecture.

When integrating managed identities across cloud platforms and on-premises environments, following
best practices can help ensure success:

Centralize the access and identity

Centralized management by using a single IDP for

Identity all user identities and access rights. It

Management means there is a single source of
identity data that diminishes conflict of
governance.

It is also important to avoid allowing
Enforce users to view content they do not need
Least for their specific job description. Enforcing
Privilege privileged access management and
Access just-in-time access elevation limits
persistent privileged access while still
providing for it when necessary.

By using standard protocols such as
SCIM, your identity provider sets up and
tears down accounts automatically.
This minimizes risks resulting from
human errors and off-boarding while
enhancing efficiency.

Automate
Provisioning
and
Deprovisioning

SSO based on any given standards can
Implement provide a cohesive user experience
Single across applications. Similar to the use of
Sign-0On (ss0) a single sign-on, users can access all the
entitling resources that are available with
the help of one set of credentials and
without having to re-authenticate.

Identity provider data and its
Increase configuration should be regularly
Defense of backed up to allow recovery from
Sensitive failures and corrupted data. Test
Information: backups from time to time to confirm
that the data can be easily restored in
the event of an emergency.
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I Common Pitfalls and How to Avoid Them

There are certain problems that organizations experience particularly when it comes to

managed identities:

General Data Protection and Privacy
Regulations:

Allotting high permissions to identities
augments the insider threat of data breaches
since multiple users are given access to the
data.

Using Single Tenant Structure

While using a single tenant for managing all
applications and subscriptions appears to be
relatively straightforward, it does not allow for

Not Enabling Multi-Factor Authentication

Failure to fully implement an MFA makes
identities open to attack through credential
stuffing, password spray, and other force
attack techniques.

Manual Provisioning/Deprovisioning

It is not very efficient for an administrator to
manage identities’ lifecycles manually, as it
is time-consuming and prone to mistakes.

adequate isolation or segmentation.

Best Practices for Avoidance:

» Thelast level of access control should give the least privileges to an identity. Monitor for
anomalies.

» Implement MFA (Multi-factor Authentication) for all human and non-human accounts to reduce
the risk of password compromise.

» To minimize the sharing of resources, follow multi-tenant architecture to create separate environ-
ments. Restrict access between tenants.

» Ensure proper identity lifecycle with an emphasis on automation of the identity throughout the
employee life cycle from joining to termination.

E

.

Q!
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I Strategies for Ongoing Management and Optimization

Below are the recommended strategies for ongoing management over time:

» Set measurable objectives and record of work to be completed or achieved to determine the
impact and effectiveness of the integration.

» Develop a change management plan for users to prevent disruption as they move on and to
enhance organizational productivity. Explain the timeline and support arrangement as fully as
possible.

» Schedule a meeting between the technical integration team and business stakeholders to
determine how the framework is working after the go-live stage.

» Maximize automation of the flow of accounts between systems and minimize the long-term
manual exertion involved in synchronizing systems.

» Make sure you have adequate roles, procedures, and instruments for further access evaluations,
termination, and anomaly identification and mitigation when you switch over.
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| 5: Future Trends and Innovations
Emerging Trends in Managed Identity and DevSecOps

Effective identity management and access control have emerged as highly valuable facets of the secure
development lifecycle due to changing IT environments that lean toward cloud-based solutions.

There are a lot of trends worth highlighting, but the best 4 worth having a look at are:

» Adoption of centralized identity providers for single sign-on and to address the issues of user
management for applications. This has the benefit of improving the security and productivity of
organizational processes.

» Implementation of identity management functions through CI/CD pipelines, involving IAC
solutions. This means that certain policies can be automatically enforced at stages in app
development that are earlier than currently occur

» Technologies such as User Behavior Analytics (UBA) alert the system about any new or usual
access pattern and then set new access controls. This enables efficient and effective identity
management through data.

» Embrace the Zero Trust architecture where user identification and much narrower per-session
access replace outdated perimeter protection concepts.

As the development teams leverage the cloud infrastructure, deploy automation, and increase the speed
of software releases, identity is becoming the key security plan used for managing security policies and
compliance.

Innovations in Cloud Security

Following are the promising security innovations that are emerging as cloud platforms and paradigms to
gain predominance:

» Products developed from scratch rather than repurposing security technologies from the
previous era of hardware-based systems. These are micro-segmentation, cloud workload
protection platforms, cloud access security brokers, and cloud encryption.

» Features like policies as code, which use code to automatically enforce policies and compliance.
This increases agility.

» Enhanced Security Management that is based on and provides security insights from various
cloud sources with no data loss and lower false positives than the on-premise SIEM solutions.

» Techniques such as homomorphic encryption, enable the cloud workloads to process encrypted
data while the actual keys remain unknown to the cloud provider. It also helps prevent insider
exposure.
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I It is important to highlight that as cloud adoption continues to grow, security is transitioning from a limit or
constraint of the business’s innovative capabilities to the new cycle of cloud-native tools and approaches

Predictions for the Future of Secure DevOps Practices

Below are the best predictions for years. These predictions outline the future direction of maturing
cybersecurity best practices for DevOps environments:

» DevOps processes will be enhanced by implementing security measures as another component
in the toolchain. Security tools and testing will be as fluid as an inseparable part of the CI/CD
pipeline. There will be a security shift. It will be embedded into the code and infrastructure as it is
coded, as code templates.

» Itis thus expected that Infrastructure-as-Code and policy-as-code practices will become the
standard. There is a greater trend toward having policies automatically enforced and using
profile scans for security compliance instead of configuring many items manually. It is in this
regard that other tools such as Terraform will assist in the implementation of security controls and
compliance rules.

» Due to microservices and APIs, it will be required to pay more attention to APl security. Since
applications are using more Microservices that work through API, APl security, management, and
monitoring will become important for reducing the attack surface. OAuth 2.0 standard will be
among the many popular standards.

» Alack of human resources, particularly security personnel will increase the automation process.
Since there is still a large deficit in cybersecurity specialists, other security activities will continue
to be performed using Al and ML algorithms. Static code analysis, the constant scanning and
reporting of threats will relieve the burden of such tasks from security personnel allowing them to
attend to more important matters.

» Micro security platforms will evolve. The nature of cloud-native tools is that they are built
especially for cloud infrastructure and as the use of the cloud continues to exponentially rise,
their adoption will also rise. This includes solutions like Cloud Workload Protection Platforms or
CSPM tools. Just like in the traditional applications, security will also move left for cloud-native.

2
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| 6: conclusion

Predictions for the Future of Secure DevOps Practices

Microsoft MIM provides single sign-on,
multi-factor authentication, just-in-time
access controls, and a single unified view
of the different types of heterogeneous
infrastructure. This is vital to enable
DevSecOps speed and control.

The examination of identity insights and
threats seeks to ensure that teams can
effectively counter threats targeting
identity, to strengthen the environments
against such attacks. This reduces the
threat level since the scope of possible
threats is significantly smaller.

Key Takeaways and Action Points

Consider the solutions in the managed
identity space that can provide a single
lens for visibility and policy enforcement
across your clouds, apps, and tools.

Find out how threat detection/response
can be otherwise optimized through feeds
that leverage identity intelligence.
Outsource identity workloads to managed
identity providers to help unburden and
move at high speed.

When used along with CI/CD systems,
managed identities can also facilitate the
automated creation/removal and
configuration from development through
production. This minimizes risk and the
effort required for the transaction.

Because identity management is a critical
and demanding workload that is
necessary for cloud implementation,
organizations can now devote more time
to operational innovation without worrying
about their identity infrastructure.

Develop a roadmap for inserting automat-
ed identity procedures into CI/CD pipelines.

To be precise, the future with managed identity can be summarized as follows.

Final Thoughts

As advanced threats and cloud adoption initiatives continue to evolve the ability to provide identity
management and security from a holistic perspective will become even more critical.
Organizations that incorporate current solutions for managed identity into the DevSecOps
processes will likely attain significant benefits of speed, conformities, and protective capabilities.

The current state of affairs in terms of identity management shows that it is high time to get a grip

on identities throughout their development process.
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